platform for their customers, hence allowing their presence and facilitating their publications. Common forms of host providers are social networking sites such as Facebook and Myspace, and Internet forums or bulletin boards such as Ubuntu Forums (the largest help and support forum for Linux users) and Tianya (the most popular forum in China, with more than 85,000,000 registered users). 2 The operators of these platforms enable users to post their own content and upload their own profiles, pictures and films. However, in most cases, the host providers do not exercise any prior control or active monitoring before users upload material, 3 notwithstanding the fact that there may be basic ground rules stating that defamatory or other unlawful content should not be posted. 4 Still, host providers have access to and dominion over their own servers, and can remove users' content after publication. Overall, host providers are not as active as content providers, but neither are they as passive as access providers -they are not authors, yet not mere conduits. Clearly, they provide 2 See 'Introduction to Tianya [Tianya jianjie]' (Tianya) <http://help.tianya.cn/about/history/2011/06/02/166666.shtml> (in Chinese) accessed 6 January 2014. 3 For example, based on interviews with online editors and community managers at 104 news organisations from 63 countries, a report found that 'there was a relatively even split between those that moderate pre-and post-publication: 38 and 42, respectively, with 16 adopting a mixed approach'. See Emma Goodman, 'Online Comment Moderation: Emerging Best Practices' (The World Association of Newspapers, 2013) <http://www.wan-ifra.org/reports/2013/10/04/online-comment-moderation-emerging-best-practices> accessed 6 January 2014. 4 For example, according to the Guardian's Community Standards and Participation Guidelines, 'personal attacks (on authors, other users or any individual), persistent trolling and mindless abuse will not be tolerated'. The Guardian's moderation team usually 'post-moderate[s] nearly all comment threads', but for 'certain special series or articles which may contain extremely sensitive content, such as Blogging the Qur'an, [all] comments are pre-moderated before appearing on the site', see 'Community Standards and Participation Guidelines' (The Guardian provider of an online discussion forum is liable for defamatory remarks posted by third parties, and that therefore when it has received notification from a complainant it has a duty to remove the defamatory remarks within a reasonable time. 7 This approach to 5 App no 64569/09 (ECtHR, 10 October 2013) <http://hudoc.echr.coe.int/sites/fra/pages/search.aspx?i=001-126635> accessed 6 January 2014. 6 In comparing and studying the approaches applied by the three abovementioned legal regimes, this chapter argues that it is necessary to have a special regulatory regime for Internet host providers. To be fair to host providers, users and victims of defamatory statements, clear guidelines on host providers' monitoring duties and ground rules for users should be stated at the outset. At the time of writing, it is unknown how the appeal to the Delfi case will be decided by the Grand Chamber of the European Court, 13 how the judgment of the Feva case will be interpreted in Hong
Kong and how the newly amended Defamation Act will be implemented in the UK.
What is certain is that the legal battle will continue and is likely to remain intense. Many felt that Delfi had already acted in a responsible way as a news portal.
Delfi
Specifically, the news portal had an online report button for users to comment or complaint, a filter system that delete automatically comments that include vulgar European Court and the lenient US approach are equally unsatisfactory, how should the balance be struck that is fair to both ISPs and claimants in defamatory actions? Some may claim that the notice-and-take-down regime under the EU Electronic Commerce Directive has provided a fair solution. They may further argue that had the Directive applied in the case of Delfi, the news portal would not have been found liable, and that it was wrong for the Estonian courts to rule that Delfi was a content provider and a publisher. 35 Yet the line between the latter two categories and a host provider is delicate. The protection of the EC Directive defences may be easily lost when an intermediary is perceived as being too active. ISPs must often 'walk the tightrope of liability' to maintain their status as mere hosts.
36
To summarise briefly, in the Delfi case, the Estonian courts justified their decision in ruling the Internet news portal to be a content provider and a publisher largely due to the fact that Delfi had integrated the commenting environment for readers into its news portal and invited users to post comments. 37 Delfi had also determined which comments were published and which were not, and only it could remove or change them. 38 here an information society service is provided which consists of the storage of information provided by a recipient of the service, the service provider (if he otherwise would) shall not be liable for damages or for any other pecuniary remedy or for any criminal sanction as a result of that storage where-(a) the service provider-(i) does not have actual knowledge of unlawful activity or information and, where a claim for damages is made, is not aware of facts or circumstances from which it would have been apparent to the service provider that the activity or information was unlawful; or (ii) upon obtaining such knowledge or awareness, acts expeditiously to remove or to disable access to the information, and (b) the recipient of the service was not acting under the authority or the control of the service provider.'
seller, should be held liable for defamatory remarks posted by readers in its 'Review' section. 43 The case shared various factual similarities with Delfi: it had a moderation policy of limited pre-publication control by automatic filter for forbidden words, a blacklist system against users who had used profane language, a 'Report Abuse' button and a notice-and-take-down procedure. 44 Most notably, it had invited readers to write reviews on books selected by the website, 45 and reviews that contained forbidden words were submitted for manual check before the final decision to exclude was made. statement due to their unreasonable delay in taking down the offending post upon notice. For this, the appellants were awarded of HK$100,000 (approximately US$13,000) as damages. 67 The appellants were not satisfied with the outcome and the amount of damages. Hence, they applied for leave to appeal.
In the final round of the legal battle, the Court of Final Appeal was asked to consider the extent to which providers of Internet forums may be held liable for the posting of defamatory statements by their users. 68 To answer this, the Court had to decide whether Internet forum providers should be considered publishers of defamatory postings by third parties and whether the common law defence of innocent dissemination was available to them.
69

Feva before Court
As the Defamation Ordinance of Hong Kong does not cover issues and liabilities specifically concerning Internet service providers, the Court had to rely on existing common law principles. In sum, the Court first established that an online discussion forum was a 'secondary publisher' from the outset, to which the defence of innocent dissemination was applicable. The Court then differentiated between an online discussion forum and a notice board provider, such that the latter's liability in 85 the Court ruled that the forum could not be seen as a primary publisher, but rather as a 'secondary publisher'.
As previously mentioned, those who have played a subordinate part in dissemination are entitled to the innocent dissemination defence because they have merely played a 'passive instrumental role in the process' and do not have the sufficient degree of awareness or intention for the law to impose legal responsibility for defamatory publications. 86 They are most often referred to as 'innocent disseminators' or 'subordinate distributors', whereas Ribeiro P.J. of the Hong Kong CFA prefers to call them 'secondary publishers'.
87
This test of innocent dissemination also requires one to exercise reasonable care
and not be negligent, especially when one has been warned of libellous matter in a former publication issue. 88 The test is readily applicable for print media, and is only fair to newsvendors and distributors. In the context of electronic media, however, it is questionable whether online discussion forums and other Internet service providers are analogous to distributors or innocent disseminators in the traditional sense.
The Hong Kong Court answered that they were the latter, because the respondent's forum could not have realistically monitored each user post before its publication and likewise did not have the ability to edit or prevent the defamatory comments from being published. 89 Earlier in the reasoning, the Court noted that the nature of publication on the Internet was a qualitatively different process -an open, interactive procedure involving 'many-to-many' communications, such that the new intermediaries were not originators of content, but rather mere facilitators. When Does Liability Arise?
If that is the case, then how can online discussion forums as secondary publishers satisfy the requirements under the defence of innocent dissemination both before and after they have become aware of the defamatory content of the offending posts?
The position, once the discussion forum has received notice, is straightforward.
In the opinion of the Hong Kong Court, the defendant should promptly take all reasonable steps to remove the offending content from circulation as soon as reasonably practicable. 91 However, the position before receiving notice has remained confusing and unsatisfactory.
Ribeiro P.J. made it clear that 'the focus of the innocent dissemination defence has been on past, completed publications in which the defendant was not aware of the defamatory content and could not, with reasonable care, have discovered it'. 92 In Feva, the respondent had only two administrators to monitor the very high volume of Internet traffic in its online forum, thus the Court concluded that they had no realistic means of acquiring such knowledge or of exercising editorial control over the content. 93 In addition, in the Court's opinion, there was nothing to alert the respondent before the 2007 complaint. Given this position, the Court does not seem to have required prior monitoring by online discussion forums. In fact, one would arguably be in a better position not to have any administrators to monitor the forum. Otherwise, the online discussion forum may be held liable as a primary publisher exercising control, with required knowledge of the content of the postings. Compared with Ribeiro P.J.'s judgment, spotted correctly and addressed directly, but unfortunately not answered fully, were the issues raised by Justice Litton in the Feva case. In the concurring opinion of Justice Litton, the defendants as a forum host have 'in theory' 'some control' over the content of the statements published on the website, otherwise they would not have discovered, on their own initiative, the 2009 defamatory statement. 95 Also raised but not answered by Justice Litton was that it 'may not be enough' to 'merely employ two administrators to monitor forum discussion for six to eight hours a day, five days a week'. 96 Finally, he also noted that while keyword filtering and monitoring might not be feasible, there was nothing to suggest that having the administrators highlight the identities of key persons could not be an alternative to preventing the posting of defamatory statements against the appellants.
97
What the Hong Kong Court has failed to clarify is the standard of care required by online discussion forums before acquiring knowledge or notification of alleged The unnecessary logical complexities involved in regarding the respondents as secondary publishers from the outset, with actual liability imposed only at the point of notification, are even more noticeable when Ribeiro P.J. stated that providers of discussion forums should not be treated on a par with the occupiers of premises because they 'played an active role in encouraging and facilitating the multitude of
Internet postings by members of their forum … they designed the forum … they laid down conditions for becoming a member and being permitted to make postings … they employed administrators whose job was to monitor discussions and to delete postings which broke the rules; they derived income from advertisements placed on their website'. 99 In his opinion, the online forums were clearly participants and publishers from the outset. While Ribeiro P.J. has argued convincingly that defamatory postings by third parties on online discussion forums should not be compared with unauthorised postings on notice boards run by a golf club, as in Byrne v Deane (a case dating back to 1937), 100 it is difficult to conceptualise a situation in which one might apply the test results in a finding that a defendant has published due to active participation in publication, but that same degree of participation and involvement do not prevent a defence of innocent dissemination from arising.
These difficulties could be avoided if the Hong Kong Court recognised the unique nature of online discussion forums and concluded that liability arises only upon notification. An online discussion forum is simply not a primary publisher due to the lack of required knowledge and control in the interactive and user-generated content environment of the Internet world. Yet it is not as passive as a secondary publisher in the traditional sense of being a library or a news vendor, due to its active role in hosting and running the online platform and in inviting participation. Rather than distorting the nature of online discussion forums so that they can be mapped into a common law equivalent of primary or secondary publisher, future disputes would be Under s.5(2), the defence allows the operator to show that 'it was not the operator who posted the statement on the website'. Furthermore, s5(12) states that the defence is not defeated by reason, only by the fact that the website operator is a moderator of the statements posted by others. The defence will, however, be defeated if the claimant shows that (1) it was not possible for him to identify the person who posted the statement; (2) he gave the operator a notice of complaint in relation to the statement; 106 and (3) the operator failed to respond to the notice within the required provision, which is 48 hours as stated in the Defamation Regulations. 107 The other ground on which the defence is defeated is when the website operator has acted with malice in relation to the posting of the statement concerned (s.5(11)). 108 In addition to s.5, s.10 provides that a court does not have jurisdiction to hear and determine an action for defamation brought against one who was not the author, editor or publisher of the statement complained of, unless the court is satisfied that it is not reasonably practicable for an action to be brought against the author, editor or publisher. what being 'reasonably practicable for an action to be brought against the author, editor or publisher' would constitute. 117 Namely, would a claimant be required to pursue a Norwich Pharmacal order from the court for the disclosure of anonymous user details before going to court? What should one do when the post is uploaded by an overseas author to a local website? Above all, as many posters do not use real names to register, it is uncertain whether the new law would lead to a system of real name registration and verification before posting, or whether this would simply imply a swift notice-and-take-down system for ISPs. Its effect on anonymous posting is difficult to predict. 118 Nevertheless, it is no longer necessary to identify with precision the degree of an ISP's involvement (whether it has exceeded its capacity and has become a publisher), the nature of the knowledge it has about the contested statement and its role (whether it is a mere host or not), as long as it is not responsible for the offending statement.
Conclusion
The Although the new solution offered by the UK Parliament is yet to be tested, it has re-drawn the parameters between host providers, users and victims of defamatory statements. 119 McManus, (n 33) 653.
What can be safely concluded for now is that a statutory regime that can specifically address the liability of intermediaries without being shackled by their forms and functions is essential in defamation regulation. Regardless which approach is chosen, one should not lose sight of the notion that the ultimate concern of defamation is the protection of freedom of reputation without the undue sacrifice of freedom of expression, even in the ever-changing online social ecology of commenting and blogging.
